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Observational clinical studies are of growing impor-
tance, playing an increasingly complementary role
alongside interventional research: the value of ob-
servational studies, supported by real-world data,
is to provide scientifically useful information or, in
some cases, comprehensive evidence that can help
to orient clinical practice.

Retrospective observational studies, in particular,
comprise collection and analysis of data from already
existing medical files in hospitals/medical practices -
i.e., data concerning clinical testing and/or treatment
that has already occurred. The possibility of relatively
speedy (and uncostly) data collection for large num-
bers of patients, over what may even be long periods
of observation, is among the distinctive features and
chief strengths of this type of research.

Data processing for observational research has been,
and continues to be, subject to close institutional and
scientific attention: this is a field where regulatory
compliance, above all for retrospective studies, can
prove complex and entail numerous grey areas.

In Italy, the regulatory framework for processing
of healthcare personal data features many differ-
ent sets of requirements, unfortunately not always
well aligned with each other: these include regula-
tions issued by the European Union (EU Regulation
679/2016 - General Data Protection Regulation/
GDPR), or by the national authorities (Legislative
Decree 196/2003, complemented by Legislative De-
cree 101/2018 on data protection - “Codice Privacy”),
as well as the specific requirements of the National
Data Protection Authority (DPA)/Autorita Garante per
la protezione dei dati personali - particularly those in-
troduced during the past 15 years.

Many different issues, of a technical or a legal na-
ture, have prompted debate regarding processing
of healthcare data for research purposes. These in-
clude applicability of the legal concept of “legitimate
interest”, as well as the required conditions in order
to ensure that “anonymisation”/“pseudonymisation”
of data is guaranteed. In the specific case of observa-
tional research, significant considerations are i) the
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clearly recognised ethical implications of its definition
as “scientific” in nature, rather than “clinical-experi-
mental”; ii) the applicability of Article 110 bis as the
relevant source within the Codice Privacy (processing
of personal data for scientific or statistical purposes,
often ignored by the DPA), rather than Article 110
(regarding medical, biomedical and epidemiological
research); iii) and the conditions related to secondary
or “further” use of data. The last of these considera-
tions is relevant when data collected in complete or
ongoing clinical records, with a view to a primary aim
(diagnostic/therapeutic purpose), are extracted for a
secondary purpose (research).

The central concerns in retrospective observational
research are patient consent and related criticalities,
with particular reference to the difficulty of providing
information and obtaining consent in the absence of
direct face-to-face contact: this issue is obviously all
the more critical in the case of deceased patients or
those whose whereabouts are unknown.

As early as 2008, the Italian DPA underlined the prin-
ciple that, for purposes of lawfulness, data process-
ing within a retrospective observational study must
be subject to the patient's prior consent, which must
be informed and freely given. This concept has been
recently reiterated, and in some respects reinforced,
by a ruling of the DPA (dated 30 June 2022). Specif-
ically, this was in response to a request regarding
the creation of a database as an essential require-
ment for the conduct of research activity in accord-
ance with a range of different protocols. The DPA
authorised use of the database in question for the
collection and storage of data on the basis of initial
consent, subject to study sponsors subsequently
obtaining further specific consent from the patients
for implementation of individual projects (what the
DPA calls “consent in progressive steps").

The difficulty of complying with this requirement,
whether in for-profit or not-for-profit/academic re-
search, can understandably be a significant deter-
rent to promotion of retrospective observational
research, obviously leading to missed opportunities
in terms of scientific progress and knowledge acqui-
sition. However, implementation of the one-time
consent strategy proposed by research organisa-
tions to address this difficulty cannot currently be
considered a realistic prospect: this would mean
that the patient’s initial authorisation, at the time of
data collection by the healthcare facility for purpos-
es of treatment, or prior to inclusion in a new study,
would also cover subsequent use of the data con-
cerned for purposes of scientific research. Though

the GDPR (see Whereas Clause n. 33 and Article 28)
is partly open to such a possibility, a significant ob-
stacle in this respect is the principle of “determined
purpose”, requiring that the specific objective of
data processing must correspond to the informa-
tion provided as part of the informed consent.
Italy’s national DPA, both through the systematic
renewal of its general authorisations from 2012 to
2016 and by means of a more recent provision (Prov-
vedimento n. 146/2019), has nevertheless recognised
that ex-post consent collection can entail a range of
issues. These can be related to ethical concerns (e.g.,
when the person concerned is unaware of his/her
condition and the information provided in relation
to the project could trigger an alarm, or cause mate-
rial or psychological damage), to personal incapacity
(where the severity of the person’s clinical condition
allows them neither to understand the information
provided nor to give proper informed consent, and
they have no legal representative), or to organisa-
tional/methodological considerations (not taking
into account data from subjects who are unavailable
for informed consent could have significant conse-
quences for the study, engendering alteration/bias
of results). It is essentially on these concerns that
Article 110 of the Codice Privacy is based, stating as
it does that the informed consent requirement can
be waived where the information concerned can
be given, if at all, only with disproportionate effort,
or in such a way as totally to impede or seriously
jeopardise the achievement of the research aims.
Where such conditions obtain, the data controller
must: (1) adopt appropriate measures to safeguard
the rights, freedoms and legitimate interests of the
persons concerned; (2) obtain the approval of the
Ethics Committee; (3) consult the DPA beforehand,
in accordance with Article 36 of the GDPR.

The last of these requirements, considered man-
datory by many lItalian Ethics Committees and Data
Protection Officers, is a further criticality. The reason
for this is that it entails yet another unknown quan-
tity that must be factored into the implementation
of the study, for two reasons: the considerable time
likely to elapse before the DPA's decision; and the
rule, enshrined in article 110 bis of the Codlce Privacy,
that the absence of any ruling from the DPA within
45 days constitutes a rejection. Many legal experts
and researchers are, like us, of the opinion that the
requirement for the DPA's prior approval should not
be automatic. The rationale for opposing this auto-
matic requirement is twofold, since it is consistent
neither with a detailed reading of Article 36 of the
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GDPR (which identifies prior consultation with the
DPA as a responsible choice of the data controller)
nor with the principle of accountability on which the
GDPR is largely predicated.

According to the principle of accountability, it is up
to the data controller to determine whether impact
assessment, with due consideration of data process-
ing risks and security measures, leaves a level of risk
for subjects’ rights and freedoms that justifies trig-
gering the requirement for prior consultation with
the DPA. In practical terms, the impact assessment is
aimed at identifying conditions in which a “high” risk
exists, the remaining conditions being consequent-
ly defined with “not high” risk. Examples of studies
with putative high risk can be considered those that
include genetic data, or that concern particularly
vulnerable populations (e.g. minors suffering from
rare diseases), or that involve the circulation of data
in non-European countries with lower levels of pro-
tection in terms of privacy. In addition, according to
article 110 bis of the Codice Privacy, authorisation
can also be given through general provisions of the
DPA, adopted ex officio (and published in the Offi-
cial Journal of the Italian Republic/Gazzetta Ufficiale
della Repubblica Italiana). In our opinion, a general
provision of this sort could be the above-mentioned
Prowvedimento n. 146/2019, recognising that data
processing for purposes of scientific research is to
be considered as legitimate even without the in-
formed consent of the person concerned, subject
to the conditions envisaged (ethical considerations,
personal incapacity, organisational considerations).
In all such cases, Prowedimento n. 146/2019 lays
down the following requirements: (1) the existence
of a study protocol; (2) the authorisation of at least
one Ethics Committee; (3) exclusion of genetic data;
(4) application of appropriate security measures and
pseudonymisation techniques; (5) the undertaking
to seek the patient’s consent subsequently, in the
event of their returning to the healthcare facility
or reacquiring full possession of their faculties. In
addition, where the impediment to consent stems
from the patient’s incapacity and from organisation-
al difficulties, the DPA requires that (6) the patient's
inclusion in the study without informed consent is
to be considered an exceptional alternative to their
enrolment with consent. Accordingly, it is required
that a record be kept of all attempts made to trace
deceased and/or missing subjects, and incapacitat-
ed subjects’ legal representatives (though no pre-
cise indications are given regarding the means to be
used for any such search).
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The above indications show that retrospective ob-
servational studies are situated in a complex setting,
combining a range of needs: ex-post, study-specific
consent collection; data management for missing
and/or deceased subjects; the requirement for pri-
or consultation with the DPA, whether triggered or
waived (mainly for reasons of time); the possibility
for enshrining the principle of accountability in this
process; and an impact assessment, to be drawn up
by the data controller/study sponsor. The impact as-
sessment should ideally be a mandatory feature of
every clinical study (above all for large-scale studies),
with a systematic description of how the data will be
processed, evaluation of the risks for the rights and
freedoms of the subjects concerned, as well as the
measures (both technical and organisational) to ad-
dress/mitigate these risks. For example, it is advisa-
ble to schedule different procedures for processing
of genomic and molecular data from analysis of bi-
ological samples: somatic alterations, significant as
diagnostic and/or prognostic factors and/or as ther-
apeutic targets, are not considered to be high-risk
items, whereas germ cell alterations are.

Italian researchers experience significant uncertain-
ty regarding the correct conduct of retrospective
observational studies, with specific reference to the
related data processing requirements. To analyse
ongoing issues, offering a practical tool and an op-
erational guide with a view to promoting greater
uniformity of approach in this respect, FADOI (ltal-
ian Scientific Society of Hospital Internal Medicine)
has promoted the drawing up of a document that
has recently been presented to the institutions con-
cerned. This document brings together contribu-
tions from experts in the legal, scientific and ethical
fields, as well as from representatives of Patients’
Associations. Figure 1, below, provides a schematic
overview of the operational proposals contained in
the document, in the form of a flow diagram that
can be readily consulted by investigators/study
sponsors in search of guidance for data process-
ing in the context of a retrospective observational
study.

To note, the Italian Centro di Coordinamento Nazi-
onale dei Comitati Etici (CCNCE - National Coordina-
tion Center of Ethics Committees) has released on 6
April 2023 a document entitled “Criticita etiche e nor-
mative nel trattamento dei dati personali sanitari nella
ricerca osservazionale / Ethical and regulatory critical
issues in the processing of personal health data in
observational research”. Point #9 of this document
is dedicated to the proposals, which appear orient-
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Figure 1. Flow diagram for data processing in retrospective observational studies, with possible involvement of deceased and/

or missing patients.

ed towards a longer-term perspective than those
described in our paper (and this is understandable
taking into account that the CNCCE is an institu-
tional body). However, the emphasis on the critical
issues and the general attitude of the proposals in
this document seem coherent and consistent with
our indications. In addition, at the best of our knowl-
edge, at least a couple of working groups are active
on this topic in Italy, but up to now no publications
or public results have emerged.

In conclusion, a key characteristic of retrospective
observational research is that it can prove a timely
source of real-world, real-life input to medical prac-
tice: such research therefore plays an increasingly
important role, not only from a medical/scientific/
clinical viewpoint, but also in an epidemiological/or-
ganisational perspective, and thus in terms of pub-
lic health. The related opportunities are particular-
ly important in a country like Italy, whose National
Health System provides universal cover. In terms of
personal data processing, however, the Italian sce-
nario is more complex and challenging than that
set out by the European Union in the GDPR, or that
which prevails in some other countries. In particu-
lar, a substantial heterogeneity of decisions among
different Ethics Committees and different Data Pro-
tection Officers has been often experienced. Itis not
easy to hypothesize how this heterogeneity can be
overcome. One possibility could be represented by

the publication of a clearer provision / guideline by
the DPA, or of a Code of conduct approved by the
same Authority, in order to clarify the interpretative
scope of the articles of the Codice Privacy which are
generating the critical issues covered by this paper.
Finally, a further option could be a timely definition,
by the DPA, of the so called provision “Misure di Ga-
ranzia", as provided for by the Legislative Decree
101/2018. The reasons of this critical situation are
probably multiple: among them, on the one hand,
the fact that the topic of observational clinical re-
search is not among the priorities of the DPA, on
the other hand the world of research has not been
able to pursue this topic at an institutional level in
a convinced and convincing manner, and with clear
and unambiguous proposals. Hence the urgent
need to ensure that, in Italy too, clear and straight-
forward procedures can be adopted for retrospec-
tive observational research: these should be as us-
er-friendly as possible for patients, researchers and
study sponsors alike, making regulatory implemen-
tation sustainable and underscoring the principle of
the data controller's/study sponsor’s accountability.
By guaranteeing a correct balance between safe-
guards for the rights of the subjects concerned and
the legitimate interest of the data controller/study
sponsor, an enhanced regulatory framework would
enable retrospective observational research to fulfil
the value it can offer to society at large.
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